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Abstract. In this paper, we propose a new domain-based organisational model as an
extension of the traditional role-based models for formal agent society specification.
The concept of social commitment policies, which govern various aspects of group
behaviour, including penalties for individual acts in the context of group activities, is
at the heart of this model. The concept of penalty is presented as an important con-
cern in light of the assumption that, even conceived as society members, agents are
still autonomous, so they can violate the established social commitments. We also
show how deontic, action and temporal (DAT) modal logic will be used in the for-
mal specification of the different types of policies and their related concept of viola-
tion. This formalisation will allow agents to reason deliberatively about the existing
social norms, the responsibilities proper to their position and the consequences of
violating these responsibilities. Finally, attention is paid to the formalisation of pol-
icy dynamics by means of illocutionary logic.

1. Introduction

Despite their intrinsic autonomy, agents tend not to be self-sufficient, which means that
generally they will not be able to act exclusively on the basis of their needs and individual
capabilities. On the contrary, they will have to relate to and cooperate with the other
agents in their environment to achieve their own individual goals. If the environment is
open, they will also need to address new goals, which we will term social goals, whose
purpose is to assure that the multi-agent system (MAS) behaves coherently as a whole.
The social goals will, in one way or another, influence the behaviour of the agents partici-
pating in the MAS.

This approach has led to the appearance of numerous proposals directed at easing and
promoting interoperability between heterogeneous agents acting in open environments. A
variety of abstractions and models have also been developed to capture the inherent socia-
bility of autonomous agents participating in MAS, thereby facilitating the analysis and de-
sign of what are known as agent societies. Proposals founded on the extension of other
traditional analysis and design techniques, based on object orientation [3], for example,
are not very well suited for agent society conceptualisation because the abstractions in-
volved are a sizeable distance apart. Compositional methods, traditionally used in object-
oriented software architectures [4], are not very applicable to the definition of the com-
municative, organisational and role-oriented structures that characterise agent societies.
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Over the last few years, a series of specific modelling techniques and development
methodologies have been proposed for the agents paradigm [1], some of which began to
conceive MAS as artificial organisations. Most of these modelling techniques define an
organisation as a collection of roles [5] and a set of interaction protocols that occur in
these roles [6], although they do not provide higher level organisational abstractions, like
positions, organisational structures, norms, social laws or organic rules, useful for the
complex task of modelling an agent society. Others, although they do make contributions
in this respect [7], are not very suited for application in open environments [8].

Recently, there has been an increasingly widespread trend towards developing organ-
isational abstractions that can be used to view multi-agent systems as open organisations.
The social metaphor and role-based models have started to be generally accepted as a
natural way of conceiving multi-agent systems. Additionally, the early proposals have ma-
tured tremendously and were well established in [10]. The conception of organisations
made in [10] as work frames that accommodate a topology based on the concept of role
has been a revulsive for the adoption of this metaphor. The reason is that such a model can
be used to constrain the behaviour of the agents in an organisation through a series of
rules, from which the structures existing in the organisation can be deduced and some be-
haviour patterns can even be extracted or exploited.

Less progress has been made with regard to the formalisation of these models. Al-
though there are a variety of logical formalisms for modelling social behaviour [12][13],
few researchers have applied them in their modelling proposals ([14][15] are noteworthy
exceptions). Such formalisation is essential, however, as it will enable agents to be con-
scious of and reason about their position in the society.

The remainder of the paper is structured as follows. After introducing the most promi-
nent aspects of our proposed organisational model in section 2, we formalise and classify
the different types of social commitment policies in section 3 and discuss the interest of
their application not only as an organisational abstraction but also as a mechanism for
specifying the expected behaviour of the agent society. This section also shows how deon-
tic, action and temporal modal logic is used to capture and formalise our proposed taxon-
omy of policies and the new concept of violation. Finally, in section 4 attention will be
paid to policy dynamics, for which purpose we introduce the action of delegation of duty
and propose its formalisation by means of speech act theory and illocutionary logic.

2. The Organisational Model

As stated above, not generally being self sufficient, agents have to relate to other agents.
They are, therefore, thought of as members of an organisation whose model must be taken
into consideration. This organisational model defines an agent society whose key concepts
are (1) roles, (2) the relationships established between these roles, (3) the social commit-
ment policies that govern these relationships and (4) the social structure that arises as a re-
sult. As the society is open, these concepts are dynamic. The role played by an agent re-
flects what that agent is expected to do in the organisation. It is defined in terms of the
different activities, responsibilities and constraints that give an agent a well-defined posi-
tion in the organisation with a set of associated expected behaviours (e.g. patterns of inter-
action). The organisational model is an aid for describing the configurations in which
these roles act, thereby characterising agent societies.

This definition fits the concepts of classical role theory. However, our model extends
this theory to cover concepts like job. Like a person, an agent can take more than one role
to do its job within one organisation. The responsibilities associated with a job represent
the sum of the responsibilities associated with each role required for correct job perform-



ance. This is not the case for example with permissions. Generally speaking, permissions
should not be accumulated, as this could cause problems.

Each agent in the society assumes full responsibility for autonomously carrying out its
individual tasks. However, social responsibilities are a different kettle of fish. The need to
ensure that these social responsibilities are fulfilled means that both the relationships re-
quired for these actions to be completed and the social commitment policies governing
such relationships (norms, obligations, permissions, etc.) have to be identified. These poli-
cies have to be respected and/or enforced by the society, through agency mechanisms and
services, if it is to work properly according to the generally expected behaviour. It is these
social-commitment policies that govern social relationships and ensure an organic and
socially responsible behaviour in individualistically designed agents. The idea of ensuring
organic and socially responsible behaviour during agent design is evidently not appropri-
ate in a dynamic, heterogenecous environment like a society, where, just to give an
example, interaction patterns are established dynamically. This is the reason why we pro-
pose in this paper a declarative approach to policy specification. For a further description
of our organisational model, see for example [2].

Role-based models are insufficient for identifying agent groups covered by a given pol-
icy (rule, responsibility or authorisation) or between which there is a normative relation-
ship (power, authorisation, etc.), as the same policy or normative relationship tends to af-
fect more than one role. Therefore, we propose extending the role-based model to a
domain-based model.

The domain concept extends the role concept in order to specify the organisational
structure of the agent society. Accordingly, a domain identifies both functional and struc-
tural agent groups and, consequently, express concepts as important as (1) position, which
can involve one or more roles between which there is a given functional relationship, (2)
the organisational unit in which these positions occur and (3) the organisation itself.

For the purpose of combining domains and expressing the set of roles to which a policy

applies, we introduce a declarative language / to build domain expressions (any do-

dom
main expression is also a domain). This language should be semantically rich enough to
be able to express the fact that a subdomain is not necessarily a subset of the parent do-
main, which means that the agents within this subdomain could be indirect, not necessar-
ily direct, members of the parent domain. This is a key distinction for determining the
scope of a given policy (a single subdomain or all subdomains, etc.). The definition of the
language is:

Con =rDONd" |d"[d"|6,+6,(6,010,]8,%6,]6,06,6 -0, )

where r denotes a role, d° represents the set of all the members of a domain that are
not themselves domains (domain entries representing subdomains), whereas 4" also in-
cludes the subdomain members recursively nested in d and 4" delimits nesting to depth n.
J, +0, is the set that contains all the different members of the union of the sets resulting

from evaluating the domain expressions ) and J,- Similarly, d, x &, represents the inter-
section, g 0 g, represents the disjoint union (5 04, =(J, +4,)-(d, x4,)), and g, -4,
represents the difference (g, -4, = 3, - (5] xJ, )).

3. Social Commitment Policies

In the process of conceptualising an agent society, it is necessary to capture and model the
social conscience of the agents that participate in the society. Our proposal for modelling
this social conscience focuses on the concept of social commitment policy. In the context



of this paper, a policy is defined as a formal and declarative specification, derived from
the global goals of an agent society, of a rule that defines alternative behaviours of the
agents that interpret them. Four interrelated deontological categories have been used to
formalise this concept: norms, obligations, responsibilities and authorisations.

3.1. Norms

Generally, a norm represents a specific behaviour that is seen as beneficial by either a par-
ticular organisation or the society as a whole. The formal specification of a set of norms
will make it possible to influence the behaviour of agents that adhere to these norms. This
will help to standardise and coordinate the behaviour of the different agents participating
in an open society, enabling them to anticipate the behaviour of the others, thereby im-
proving the processes of agent cooperation, negotiation and interaction in heterogeneous
environments [16].

Norms do not restrict agent autonomy, although they can influence their intentions, im-
proving coordination and making it more effective and efficient. An agent can decide
whether or not to adopt a norm solely on the basis of the benefits it sees in doing so, be-
having in a manner that we will call socially responsible.

A new modal operator N is introduced to specify norms2: N”(a\z//) to indicate that
the norm in domain D is to perform action ¢ when {/ is true.

A typical example of a norm within an agent society would be:
Ua,,a, OS [request (al ,a,, 7)]NS (response (a2 ,a, ,7) \ true) (2)

which makes use of dynamic logic [17] and the new operator N to express that all
agents should respond to the requests made by another agent whenever possible. S is a
domain expression and represents the society as a whole.

3.2. Obligations

Obligations represent responsibility assignation policies for action (non-) performance.
They are, therefore, an explicit mechanism for influencing agent behaviour without can-
celling out their autonomy. The explicit representation of obligations and the existence of
a suitable framework for their performance will allow agents to interpret the responsibili-
ties they have towards the organisation in which they act and reason deliberatively about
these responsibilities.

Like norms, obligations can also influence agent behaviour. However, a distinction
should be made between the two concepts: whereas norms place no constraints on agent
autonomy, as they merely report standard behaviours that are socially beneficial, obliga-
tions do restrict agent autonomy, insofar as they represent their responsibilities within the
organisation in which they perform their activities. This loss of autonomy is for the bene-
fit of a more coherent and balanced behaviour of the organisation as a whole, which we
will call organic behaviour.

A new modal operator O is introduced to express obligations: 0> (a|y) to indicate that

the role t is obliged to perform action @ when ¢ is true. Each role is associated with the

domain D in which it participates to make it easier to organise and analyse both the roles
and their associated obligations. s denotes the role that has originated the obligation (sub-

2 The full model includes another acceptation for each modal operator, e.g. N (¢| (//) to express the fact that

the norm in domain D is that the formula ¢ is true when l// is true.



ject). If the obligation is imposed by the organisation that domain D represents or by the
society itself (D=S), only ¢ (g |y) will appear. D is a domain expression that represents

the organisation/society responsible for enforcing the penalty in the event of violation.

Generally, organic behaviour is also very much influenced by social norms, which
means that it has a socially responsible behaviour component. Indeed, our model defines
an organic agent as an agent whose behaviour is influenced by a set of obligations that
represent its responsibilities within the organisation in which it participates and whose de-
sign predisposes it to adhere to the norms established by the society in which it acts. In
this respect, a typical social norm in any agent society is a norm that advises that the obli-
gations should be met whenever possible, as expressed in (3):

0a0S,d0D(S) N*(a|0f (a|w)0y) (3)

According to traditional deontic logic [18], there are three categories of obligations: the
obligation, which represents that an agent is responsible for performing a given action, in-
terdiction 7?2 (g |¢), which expresses that an agent is responsible for not performing a

given action, and permission p” (g |y), which explicitly expresses the absence of a given

interdiction. Interdiction and permission can be expressed in terms of obligation using the
concept of action negation taken from action logic. Accordingly, we have that /(g) .. 0(})

and p(a) o -1(a) - -.O(E), but a new modal operator is introduced for each one with a

view to improved expressivity. Some authors even introduce another operator to represent
the concept of discretionality or freedom D(a) - = O(a)-

The separation of duties technique is a paradigmatic example of an obligatory policy
that involves the joint use of permissions and interdictions to specify normative behav-
iours in the event of potentially conflicting activities. In the dynamic separation of duties,
all agents acting in the same position are initially permitted to perform a set of potentially
conflicting actions. However, after one of these actions has been taken, they are prohibited
from taking the other conflicting actions. The following constraints show how the agents
acting as managers in the accountants domain (A) are permitted to issue (4) and approve
(5) cheques (C), but one and the same agent is prohibited from signing and approving the
same cheque.

P;‘““” tans (issue(m M,c:C ) | mid % c.approverID) 4)

pecomanss (unprovePayment(m : M ¢ : C)| mid # c.issuerID) 5

3.2.1 Violation of obligations
If the autonomy of an organic agent is to be preserved, situations in which the obligatory
normative constraints can be violated should be accounted for. The deontological ap-
proach affords some degree of freedom of choice, and consequences can be explicitly as-
sociated with decision making. The decision to obey a norm is subject to a deliberative
decision-making process driven exclusively by the weighting of the cost/benefit ratio (in-
dividual and social) associated with adhering to the norm. However, the fulfilment of an
obligation is subject to a deliberative decision-making process also driven by a weighting
of the consequences derived from violating this obligation, that is, the associated cost of
the penalty incurred by breaching the obligation. On the other hand, the interpretation of
authorisations (positive and negative) is not subject to any deliberative decision-making
process, as they can never be violated.

The weighting ratio of social benefit and the weighting ratio of consequences derived
from the violation of obligations will define a partial order between norms and obliga-
tions, respectively. Obligation-based reasoning is simpler than norm-based reasoning.



This is because the obligations have explicit penalties associated with their violation,
whereas the consequences derived from not adhering to a norm are indirect and longer
term.

By reducing deontic logic to dynamic logic [11], the concept of violation can be intro-
duced as a new predicate in the formalisation of deontological operators, as follows:

-0 (a(i) = [ﬂijJV,f (@) expresses that an action is obligatory if its non-performance does

not lead to a violation,

-, (@) =[al) v,(@)=0, (m) expresses that an action is interdicted if its perform-
ance leads to a violation and, finally,

= P,(a(@))=-[ali)y, (a)= —.olmjs—. 1, (m) expresses that an action is permitted if its

.
performance does not lead to a violation.

As can be seen from the above definitions, one or more states of violation y(q), one

for each of the reasons why the (non-)performance of the action is incorrect, are defined
for each action. The violation states are defined and the reasons for the violation are repre-
sented in the predicate in order to express the corrective action.

The following equations illustrate the use of the violation predicate:

[borrow (L, r:R,b:B )]O e (return (r :R,L,b:B )) sefore (21 (6)
v Lf’}f"”"" s return (r ‘R,B ) -1} f;’{"”’ [borrow(r :R,B )] @)
Vs return(r: R,b: B) - [return(r: R,b: B)] Pl [borrow(r : R, B)] (8

L represents the role Librarian, R the role Reader and B the domain Book. (6) ex-
presses that, after borrowing a book, the reader will have to return it within 21 days. If the
reader does not return the book by the return date, (7) determines that the reader will
commit a violation (on the basis of the axiomatic definition of obligation) and will be pro-
hibited from requesting further loans until he or she has returned the book, at which point
the penalty will be lifted as shown in (8).

This example also shows how, despite the fact that obligations refer to roles or do-
mains, they often need to be linked to a particular agent or element belonging to this role
or domain. The operator ‘:” represents this link.

Even though, as we have just seen, the specification of some obligations and violations
calls for some of the roles involved to be linked to particular instances of these roles, obli-
gations should, nevertheless, be referred to domains in order to improve their distribution.

3.2.2  Obligations and Responsibility

One concept that plays an important role in modelling the social conscience of agents is
responsibility. Within our agent work frame, we equate the concepts of responsibility and
obligation, i.e., if an agent has the obligation to perform an action, it is said to be respon-
sible for this action. When an agent fails to perform an action that it was under obligation
to (i.e. for which it is responsible), it is its mission to put the situation right, which means
that this agent becomes the subject of the violation, i.e. of the action or situation caused by
the violation.

Nevertheless, the concept of responsibility becomes of special interest when modelling a
situation in which an agent has entered into an obligation but really has another subordi-
nated agent performing the action. Without the concept of responsibility, the obligation
entered into by the subordinated agent always refers to this agent, which means that it
would be the subject of the penalty derived from the non-performance of the action in
question. As we will see later when studying the dynamics of obligations, the concept of
responsibility can be used to separate the subject of the penalty from the subject of the ob-



ligation and associate it with the subject of the responsibility. The first agent is then said
to have delegated the duty (i.e. the obligation) for performing this action, but has not dele-
gated the responsibility (i.e. maintains the control).

3.3 Authorisations

Authorisation policies define the set of requests that can be accepted by a system element
on the basis of the identity of the applicant and the circumstances (conditions) in which
the request is made.

Despite appearances, the concepts of positive and negative authorisation are not
equivalent to the concepts of permission and interdiction, respectively. The main differ-
ence lies in the fact that the obligations (i.e. the permissions and interdictions) are inter-
preted by the subjects and, therefore, can be violated, whereas authorisations are inter-
preted by access control mechanisms linked to the target and cannot be violated.
Additionally, authorisations do not restrict agent autonomy, although they do influence
decision-making processes, as they are prerequisites for performing given actions.

A negative authorisation can be interpreted as an interdiction with infinite cost associ-
ated to its violation or as an interdiction with a fail action associated to its penalty.

Two new modal operators A+ and A- are introduced to represent the concept of au-
thorisation. 4+” (o |¢) expresses that the role s is authorised to request an object belong-

ing to the domain expressed by D to perform action ¢ when {/ is true. There will be a

domain controller associated with D in charge of validating requests, which will, there-
fore, be responsible for enforcing the authorisations. 4 -2 (o|y) expresses a negative au-

thorisation.

4 Obligations dynamics

There are persistent obligations, i.c. obligations that do not disappear after performance of
the obligatory action. This is the case of the obligations assigned to their roles by an
organisation that model intrinsic behaviours of those roles. Accordingly, an organisation
TA acting as a travel agency may require all the agents acting as its sellers to respond to
all the queries made by trusted client agents:

[query(Client, Seller, _)] o, (reply(Seller, Client, _) | trusted (9)) 9

This is an example of an obligation that does not disappear after responding to the first
query, but continues as an intrinsic responsibility of the seller role.

However, many obligations do disappear after the performance of the obligatory action,
as is the case of contextual obligations created by an agent with respect to another through
a relationship of power or temporary authorisation. These two relationships have to be
modelled to be able to formalise the obligations dynamics.

The relationship of power is the formal mechanism that enables new obligations (and
beliefs) to be created and deleted. There is a relationship of power between a role i and a
role j with respect to an action a, if an agent acting as i is empowered to order the agent
acting as j to perform 0. The predicate 1 f’j is introduced to model this relationship.

The relationship of power between two roles is usually persistent, as it represents the
normative structure of the organisation and this does not tend to change much over time.

Let us look at one use of the relationship of power to express an obligation entered into
as a result of a relationship of power between two roles:



n ;f>f“”“‘(”“"(""’q)) N [request(s,t,pay(t,s,q)]OxD (pay(t,s,q)| trusted(s)) (10)

(10) expresses that the role s will have to pay the amount q required by t every time it is
asked to by t, as there is a relationship of power between t and s for making payment re-
quests.

However, if what (11) should express is that t could ask s to pay the amount q once for
given services provided, the above representation would be incorrect, as it would then be
necessary to annul the relationship of power, and this is a persistent relationship as dis-
cussed above.

oy (pay(t,s,q)| trusted(s)) - ([pay(t,s,q) - —-ﬂf,""""'t(""v('"""’))) (11)

It is better to introduce a temporary relationship of power that we will call relationship
of temporary authorisation. This relationship is established for a definite time period, upon
mutual agreement and subject to certain constraints. It is modelled by the predicate A(i,a)

to indicate that i is authorised to perform a. The semantics of this relationship differs from
the semantics of the relationship of power in that it is temporary. The relationship of au-
thority is established for a given time period upon mutual agreement (i.e. with some con-
straints). The main quality of this relationship is that it establishes the obligations dynam-
ics on the basis of possible withdrawal. The above example would be modelled using the
relationship of authorisation as follows:

Af,q””’("‘”’(""”)) - [request(s,t, pay(t,s,q)]O,D (pay(t,s,q)l Zrusted(s)) (12)

0 (pay(t.s.q)| trusted(s)) ~ (pay(t.s.q)] — ~Armertvatsad) (13)

4.1 Creation, Derogation and Distribution of Policies by means of Speech Acts

According to the original ideas of speech act theory [9][15], the communication between
agents must not be seen merely as information transmission, but also as actions that alter
the mental state of the agents involved in the system (i.e. its beliefs, desires and inten-
tions).

An important aspect of speech act theory is what can be inferred as a result of a speech
act. In this respect, and for the purposes of this article, we will focus on speech acts that
are performed to say something, for example, ask or reply to a question, provide informa-
tion, etc. [9] decomposes each speech act into an utterance act, which specifies the type of
action (requesting, warning, informing, etc.) performed, and propositional act, which
specifies the details of the action (what is being asked, what information is being given,
etc.). [15] further decomposes the propositional act into an act of predication and a refer-
ence act, although this distinction is not important in the context of this article.

The relationships of power and temporary authorisation, along with illocutionary logic,
represent the basis for entering new obligations, beliefs and permissions into the system
by means of communication acts between agents. The existence of a relationship of power
or authorisation is the condition under which a prescriptive speech act is considered to
have directive force. In this respect, obligations can be created, eliminated, distributed and
delegated and authorisations can be applied for, granted and delegated, thereby creating a
dynamic environment for the establishment and derogation of authorised norms.

For the sake of brevity, we will only consider directive illocutionary force, as this will
be used to formalise the concept of delegation of duty. Directives (DIR) serve to request
the performance of an action. They will be used, in the context of a relationship of power
or temporary authorisation, to create and report an obligation to the speech act target.



(pir, (i, j.a)o,.(@) - n?, (14)

(Dir, (i j, a0, (@) — p2x6) (15)

Axiom (14) expresses that the existence of a relationship of power between i and j is
sufficient for a directive speech act issued by i to generate an obligation in j. (15) ex-
presses that the existence of a relationship of authorisation between the roles i and j re-
questing the performance of an action a is sufficient for this request to create the obliga-
tion of performing this action in j.

4.1.1 Delegation of duty

The delegation of duty models the act of entrusting the performance of an obligatory task
to another agent. This section shows how the dynamics of delegating an obligatory task to
another agent can be modelled by interchanging one or more imperative communication
acts and correctly managing the violation predicate.

The delegation of an obligation by an agent means that this agent trusts the delegated
agent to act in its benefit, which means that, for this to take place, there must be some sort
of link between the delegating agent and the agent to which the task is delegated. In our
proposal, this link is specified by the relationships of power and trust: the relationship of
power is necessary to create an obligation in the agent to which the task is delegated, and
the relationship of trust is used to choose this agent from possible candidates (an agent in
respect of which there is a relationship of power). It follows from this approach that there
must be an explicit link between the imperative communication acts and the normative
positions established in the society role model.

After having delegated the duty, the agent maintains the responsibility, which means
the agent delegating the duty must assure that its delegate agent acts appropriately. De-
spite of this, the delegating agent is liberated from the obligation because, in other case, it
should intend to perform the task delegated.

In our proposal, the concept of responsibility is modelled by specifying to whom the
penalty incurred as a result of the violation of the obligation to which this duty refers ap-
plies.

If the concept of responsibility were obviated, we could only express independent obli-
gations like O(k,i,a) l}JVkZ . This would mean that if i is an agent to which j has dele-

gated an obligation o, j,a) - lEJij-’ the agent that performs that task could be the agent

held responsible in the event that the tasks were not completed successfully. The obliga-
tion of agent i disappears, but its responsibility needs to be maintained.

The concept of responsibility and its management by means of the delegation of duty
can express of;, j,a) - [;,JV&, which is closer to reality, as the agent originally under obli-

gation continues to be responsible for the successful completion of the task (is the subject
of the violation, i.e. of the associated penalty), whereas the agent under obligation may not
be responsible for performing this action. Otherwise, it would always be responsible with
respect to the agent that delegated the task to it.

5 Conclusions

This paper has discussed a number of issues related to the specification and dynamics of
multi-agent systems in open environments. The organisational concepts of agent roles and
role models have now become an important research area in the field of agent-based sys-
tems. In this paper, however, we have introduced further organisational abstractions and



formalisms. We have presented the concept of domain as a means of specifying the organ-
isational structures that arise as a result of the structural and behavioural relationships
within an agent society (i.e. organisations, departments, positions, roles, etc.). We have
formalised the different categories of social commitment policies that govern various as-
pects of society behaviour, including penalties for individual acts in the context of domain
activities. The concept of penalty has been presented as an important concern in light of
the assumption that agents, even conceived as society members, continue to be autono-
mous, so they can violate the established social commitments. We have shown how deon-
tic, action and temporal modal logic will deal with our proposed taxonomy of policies and
with the new concept of violation. Finally, attention has been paid to the policy dynamics,
and its formalisation by means of illocutionary logic.
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