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Abstract. After a periodwherethe Internetwasexclusively filled with content,
thepresentffortsaremaoving towardsserviceswhichhandletheraw information
to createvalue from it. Thereforelaborsto createa wide collection of agent-
basedservicesarebeingperfomedin several projects,suchasAgentcitiesdoes.
In this work we presentan architecturefor agentplatformsnameda-Buildings
The aim of the proposedarchitecturds to easethe creation,installation,search
and managemenof agent-mediategervicesandthe shareof resourceamong
servicesTo do sothe a-Buildings architecturecreatesa new level of abstraction
on top of the standardFIPA [10] agentplatform specification.Basically an a-
Building is a service-orienteglatformwhich offersa setof low level serviceso
theagentst hosts We definelow level servicesasthoserequiredserviceghatare
neccesaryo createmorecomplex (highlevel) composedervices.

1 Intr oduction and motivation

The potentialof agentbasedapplicationdan commerciandresearctareass beingin-
creasinglyexploited.In thelastyearsAgenttechnologiehiave raisedto make up anew
paradigmfor the researclcommunity extendingto mary differentareas(economics,
sociology artificial inteligence,computersciencegetc.). It is a fact that the morethe
researctanddevelopmenbf this entities’ evolves,the moreexamplesappeaisupport-
ing theuseof agentdo emulatehumanbehaiours. As the Multi-Agent Systemsgrow
in compleity, moretipicaly-humanways of organisatiorandinteractionareadopted.
Thesehumanwayshave beenextenselystudiedandfine-tunedalongyearsin thereal
world. Agent-meditednstitutiong§14,5], Electronic Market Place$11, 4], Virtual Com-
munitie$12] are someof the examplesof this 'agentification’ processvherehumans
arerepresentethy agentskeepingtheir working interactionsandtheir proceduresn a
virtual manner

A key issuefor theagenttechnologiegxpansionit is beingtheservice-orientedise
of them. This use[18, 9] offersthe possibility of having more compactandbestorga-
nizedsystemsln factthis is one of the objectvesof the AgentcitiesProject [1]: "To
facilitate a world-wide open,hetepgeneousand interoperable environmentin which
semanticautonomouservicecanbedefined deployedand utilisedin dynamic,com-
posableandvalue-addedvays”. Currentlythis world-wide projectis at its first stages,



focusingtheir effortsto implementinteroperatingagentplatformsandthe servicegro-
vided by suchplatforms.

With this ideain mind, the Agentcitiesprojectaimsto useagenttechnologieshot
only to createintelligent servicesearchsystemsbut alsoto createadaptve services,
that are able to negotiate, competeand/or cooperatewith other servicesin orderto
increasetheir successand even creatingadded-alue servicescomposedoy several
interactingservices(eg. a airline booking serviceplus a hotel booking service).An
Agentcityis a virtual city thatis composedf agent-mediatedervicesandusersthat
interactwith themvia personakasistantagentsFrom the technologicalpoint of view,
an Agentcity is a FIPA-complaint[10] agentplatform (or a setof them)whereuser
agentsandserviceagentsaninteract.The platformgivessupportto suchinteractionat
alow-level (messageouting, agentdirectories platform-to-platformconnection).

Right now there are two waysto createa serviceand include it in the service
network: a) To createa FIPA-complaintagentplatform andlink it to the Agentcities
network. It requiresto have machinequsuallydedicatedones)with broadbandwidth
connectionsand an amountof software and hardwareto be installedand configured
(databasedfjrewalls, etc.). b) To seekan existent platform wher the servicecan be
hosted.In the actualstageof the project,the researctgroupsinvolvedin Agentcities
arefollowing the first approachBut we think that thereis work to be doneto ease
the hostingof servicesn the future, whenregular companieswill wantto createtheir
servicesaandincludethemin the servicenetwork.

In orderto easethe creation,installation,administrationand manteinancef ser
vicesin hostingagentplatformswe proposeo structuretheagentsandtheresourcesn
aplatformin away that standardizethe interactionamongservicesandthe resources
they need easingtheinstallationprocessTo do sowe proposeto createa new level of
abstractionwhereplatformsareorganizedn servicesUsingthis abstractionaservice
is seenasa block of agentsthatarerelatedin orderto provide a service.Eachservice
specifiegheresource# need€fromtheplatform,andtheplatformofferssuchresources
in the form of servicesThis agentificatiorof the resourcegsuchasDatabasedieary-
weight reasoningengines)allows to do an adaptie managemenof suchresources
andalsoto sharesuchresourcesavoiding to duplicatethemfor eachservice.

With all this ideasin mind we proposea particularplatform architecturecalled a-
Buildings An a-Building is a specialagentplatform whith an internal structurethat
easeghe creationof agent-mediatederviceslt definesa service-centerettameavork
where:

— serviceganbeeasilyconnectednd/orcomposed,
— serviceghatarecommonlyneededor certainapplicationsarealreadydefined?.

The conceptof a-Buildings stemsfrom a widely acceptechumanway of organisa-
tion thatis the counterparin therealworld, the office-tuildings. Theseoffice-tuildings

! The groundsof this idea of usingagentsto monitor and manageresourcesomefrom the
multiple researclhin agent-mediatecesourceallocation,suchasbandwidthcontrol [6].

2 We think in having specifica-Buildings adaptedior specialareas An examplewould be an
a-Building to hoste-commerceerviceswhichwill includeaspartof the pre-definedservices
theoneor onesto ensuresecurepayments.



offer severalintegratedserviceghatarenecessarfor any compaty, independentlyrom
its businessarea,avoiding the companieghe needof performingthosetasks.Services
suchas cleaning,heating,security maintenanceetc. are independenfrom the com-
pary andcanbe managedy the office-kuildings insteadof by the hostedcompanies.
Following the anology the hostedservicesn ana-Building could delegatesometasks
to built-in servicesn orderto reduceexpensesandwin efficeng (for instancethe a-
Buildingsmight offer apowerful datastoringsystenwith asoundbackupandrestoring
serviceto its guestswhich could be prohibitive or hardto manageby mostof them).
Thus,a servicethathiresa placein ana-Building hasthe chanceof taking profit of the
pool of sharedow level servicesvhetherto improve the perfomancer to reducecosts.
Oncea setof low level servicegwhich arelik ely to be usedby everybody)areoffered,
the servicecould focalize exclusively on its own goals,easingthe developmentof the
service.

2 SystemAr chitecture

Thearchitecturgdepictedn figure 1) is composedy 5 layers:

— a-building managementlevel: the outermostevel, enclosingall the components
of thearchitecture.

— sewiceslevel: thelevel whereall the systemghathave contracteda hostingin the
platformareplaced.

— wrappers level: in this level thereare several facilitator agentsacting mainly as
wrappersamongagentsfrom higherlevelsto the resourcesvailable underneath.
Therecanbealsoagentshatcreatecomposedervices.

— resourceinterface level: this level doesthe adaptatiorof the resourceso becon-
nectedandsharedamongagentsn the previouslevel.

— resourcelevel: thelevel whereall theresourcesireplaced.

All agentinteractionsareperformedn levels A to C (theagentplatformorganizes
theagentsn several containerdn orderto ensurea separatiorof thoselevels).Levels
D andE provide the connectioramongthe agentplatformandtheresourcegincluding
thelegag software)thatareavailable.

2.1 Level A: The a-Building managementlevel

The maintaskof this level consistson the managementf the serviceshostedin the
platform andthe acces®f agentsto suchservicesThe a-Building platform hasa set
of specialagentsto monitor not only the agentsof the hostedservicesor the external
agentshut alsoto beintrospectve aboutits own statein orderto optimizethea-Buiding
performancdy meansof taskssuchasa) monitorthe stateof the servicesp) monitor
the useof resourcesn orderto ensurea properload-balancing All the agentsthat

% The load-balancings reachedby a floating value of resourcesvhen servicesnegotiatewith
thea-Building their use.Scarcehighly demandederviceawill be moreexpensve thanthose
poorly demanded.
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Fig. 1. The5-layerarchitecture.

performsuchtasksaregroupedin anareacalledthe ManagementScené, asdepicted
in figure1.

Other of the tasksof this layer is accessnanagemen{dealingwith new agents
willing to enterinto the platform).To do so,therearedefinedtwo scenesthe Reception
Sceneand the Exit Scene which are the entry and exit points of the platform. The
ReceptiorScenes a key pieceof the a-Building. In this scenethereis a Receptionist
Agentwhich receivesthe externalagentsandgivesthemaccesgo the hostedservices,
extendingthe funtionalitiesof the platform’s DF by meansof a servicematchmaking
procesg13]. A completedescriptionof the ReceptiorScends providedin section3.2.

Security issuesAlthoughthereis still nocoherentcompletedpicturefor agentsecurity
within FIPA specificationsywe recommendits trustandsecuritymodelasanunderlying
specificatiorfor the securityissues Securityis domainandplatform (implementation)
specific,andtherefore thereis no generalagentsecurityarchitecturevhich is suitable
for all the applicationsand implementationg16]. However, using trust and security
FIPA models,we will be closerto the familiar triple of confidentiality integrity and
nonrepudiationwithin the platform[15].

FIPA specifiesthe useof afacilitator agentcalled DirectoryFacilitator (DF). The
FIPA DF agentrevealsserviceprovider detailsto anyonethatasks,moreorerary agent
registeredin the platform with the Agent ManagementSystem(AMS, anotherFIPA
facilitatoragenthastheauthorityto registertheirservicesvith theDF. Thisis asecurity

4 Thetermscenecomesfrom a dialogicalview of agentinteraction(see§3).



aspecthatana-huilding mustcontrolin orderto force the useof serviceghroughthe
control of the ReceptionistAgent, andalsoto preventthe registrationof servicesthat
have not beenformally registeredthrougha hostinghiring processBy the time this
paperis beingwritten, FIPA doesnt specifiessupportfor keepingpartsof directories
privatenorto controltheacces®f them.In ary caseana-Building specifiesarestricted
useof DF in orderto be consultedandto be modifiedjust by the ReceptionisAgent
In our architecturethe AMS mustbe directly accessibldy the ReceptionisiAgentin
orderto askit to performaterminateinstructionof a certainexternalagentconsidered
malicious.

Communicatiorbetweerexternalagentsaandserviceshostedin a-tuildingswill be
securedusing symmetricand asymmetriccryptographictechniquesWe proposethe
combinationof asymmetricconfidentialityandautenticatiortechniquego sendto the
externalagenta sessiorkey. After thatthe communicatiorwill be securedisingsym-
metric cryptographictechniqguegwhich arefasterin the codingand decodingopera-
tions),makinguseof the sessiorkey provided.

In addition of requiring a securecommunication someserviceshostedin an a-
building mayalsorequireanElectronicCertificatesignedby a publicly recognizedCer
tification Authority to attestthe identity of an entity (Authenticatior). The a-Building
specificatioralsocountswith this possibilityin the control protocolsdefinedin §3.

2.2 Level B: The sewiceslevel

Thislevel hostsall theservicef theplatform,eitherthelow level serviceorthehosted
servicesEachserviceto be hostedspecifieshe resourcest needsfrom the platform,
and the platform offers suchresourcesn the form of agent-mediatedervices.This
agentificationof the resourcegsuchasdatastorage hearyweight reasoningengines)
allows to do an adaptve managemenbf suchresourcesto composeresourcesas a
compositionof services® andalsoto sharethoseresourcesavoiding to duplicatethem
for eachservice.

Servicesshouldbe describedby meansof somelanguageof servicedescription,
suchasDAML [7], whichis usedin the Agentcitiesinitiative.

2.3 LevelsC to E: agentification of resources

In Level C thereareseveralfacilitatoragentsactingmainly aswrappersamongagents
from higherlevelsto the resourcesvailableunderneathTherecanbe alsoagentghat
createcomposedervices.

Level D doesthe adaptationof the resourceso be connectecand sharedamong
agentsn the previouslevel. This level is morelogical thanphysical:for instancede-
pendingontheresourcethis adaptatiorcanbedonedirectly with toolsprovidedby the
resourcdn level E (like sessionsyiews, etc), or shouldbe simulated/createdy some
kind of adaptingsoftware code(thatcanbe doneby meansof the facilitator agentsin
level C).

5 We are using herethe idea of servicecompositionthat is the groundsof the Agentcities
Project[1],aspresentedn §1.



In Level E we sitateall theresourcesincludingthelegacgy softwaretheserviceswill
use(suchasDB enginesjanguagenterpreteror reasoningenginesynda connection
to othertools provided by the operatingsystem(suchasaccesso harddrivesor ary
otheroperatingsystemcommands).

3 Systemprotocols

To modelinteractionsamongexternalagentgagentsnteringinto theplatform),service
agents(agentsbelongingto one of the serviceshostedin the platform) and platform
agents(agentsthat managethe platform andinteractwith the otheragents)we have
chosena dialogical view, whereall interactionsare seenas messgesamongagents.
Theseanteractiongcalledillocutions[14]) arestructuredhroughagentgroupmeetings
called sceneghat follow well-definedprotocols.A key elementof the ISLANDER
formalisnf usedin our work, areagentroles Eachagentcanbe associatedo oneor
moreroles,andtheseroles definethe sceneghe agentcanenterandthe protocolsit
shouldfollow (the sceneprotocolsaredefinedasmulti-role corversationapatterns).

In the caseof ana-huilding, therearethreekinds of roles:the externalroles(roles
for incomingagentdooking for services)the platformroles(rolesfor agentshatcarry
outthemanagemenaf the a-kuilding) andserviceroles(rolesfor agentghatbelongto
oneof thesertviceshostedn the platform).

3.1 Hosting new sewices

As explainedin section 1, external agentswill hire the hostingof the servicethey
representjn an a-Building. Eacha-Building will have its own policy to alocateits
resourceamongthe demandthat may exist. An a-building can eitherfix the prices
of its servicesand sell themor createa negotiationmarket of servicesdependingon
serviceloadanddemandfollowing someof theapproachethatarebeingdevelopedto
putseveralissuef nggotiationup for automateduction[17,18,2]. Thekind of issues
thata-building will offer areneitherdesksnor electricpower, but computationapower,
hard drive space andalso centralisedservicesas databaseservices backupservices,
etc.a-building will alsooffer a’reception’service(explainedin §3.2).

3.2 Managing the external agents

Externalagentswill enterinto theplatformthroughtheReceptiorsScenaandwill askfor
servicesofertedby the hostsof the a-building. The protocolproposedor this request
canbe seenin figure 3 (whereprs standsfor the Platform ReceptionScenevianager
role, performedby the Receptionisfgent, andea standsfor an ExternalAgentrole). It
consistonthefollowing steps:

An externalagent(client) makesa requestor a service(messagd) in the a-building

5 The ISLANDER formalism[8] views an agent-baseélectronicinstitution asa type of dia-
logical systemwhereall the interactionsinside the institution are a compositionof multiple
dialogicactivities (messagexchanges).



Fig. 2. The corversationgraphfor the Platform’s ReceptionScene

Msgt|lllocution

1 (request (?x ea) (?y prs) (adnmission ?id.agent ?service.id

{?certificate|null }))

23. (accept (!y prs) (!x ea) (accepted !id-agent !servicedd
sessi on_crypt ogr aphi c_key))

2b (deny (!y prs) (!x ea) (adm ssionrejected ?deny.reason))
2C (deny ('y prs) (!x ea) (service.not_found !service.id))
2d (deny (!y prs) (!x ea) (serviceonot.available !service.id))
Ze (deny (!y prs) (!x ea) (certificateneeded !service.id))

2f (inform(!y prs) (!x ea) (hold.on !service.id ?estimated.del ay))

3 (inform (?x ea) (?y prs) (exit ?exit._reason))

Fig. 3. Theillocutionsfor the Platform's ReceptiorScene

The receptionistkknows which servicesare hostedin the a-building, soit will look up
for therequestedervice andif it doesnotexistin, theclientwill benotifiedof thisfact
(messag@c) andbroughtto error statea2. If it exists,morevalidationswill be needed
in orderto be allowed to accesgo the service.A requestcan be refusedby several
reasons:

— Theservicecanbenot availablefor anundeterminedmountof time, thereforethe
clientwill beinformed(messag@d) andbroughtto the error statea?2.

— In casethat for accedingthe servicean electroniccertificateis neededand the
clienthadnot providedit in its requestijt will beinformed(messag&e).

— if theexternalagents in errorstatea2, it hastheoptionto re-sendingnew request
fixing the notified problemfixed (suchasthe missingcertificate)or to leave the a-
Building.

— Theserviceprovidermaybebusyor temporalyunavailable,if sotheexternalagent
will beinformedof this by the receptionis{message f) andthe agentwill have
the option of holding on in the samestate(a1) until the receptionistsendshim a
new messager leaving the a-building (messaga).



— In the casea certificatewasneededo usethe servicebut the certificatethe client
issuedis not acceptedoy the serviceprovider the client will be informedby the
receptionis{messag@b). Automaticallytheclientwill bebroughtto theexit state.

If theclientis finally acceptedit will beendavedwith a symmetriccryptographidkey
thatwill permittheagentto stablisha cipheredcommunicatiorwith the serviceduring
this session.

Identificationof incomerss akey issueasit shouldprovide: a) Identificationof the
incomingagentby a uniquekey. b) Authentificationof theincomingagentc) theiden-
tification of a third entity that cantake the commitmentsand obbligationsunattended
by this agentWhentheincomingagentsarenotmobile (sotheir executionis out of the
controlof the platform),the lastcapacityis really important:anagentcanstopit’s exe-
cutionwithoutfulfilling thecommitmentgfor instanceanincomingagenthatcrashes
beforepayingthefeesit commitedto pay).Oneway to getall thesecapacitiess to use
ElectronicCertificatesissuedby a Certification Authority, wherethe entity certifying
(signing)theelectroniccertificatecanbeaskedto fulfill commitmentsheagentholding
that certificatehasnt fulfilled, suchasgiving somerequestednformation, pay a bill,
do somecomputationgtc.

3.3 Communication with hostedselrvices

Theserviceghathave hiredthehostingin thea-building delegatesomeresponsabilities
to the platform. The receptionservicewill free the hostedservicefrom someaccess
controlandfiltering tasksbut, in ary case somecommunications neededetweerthe
Receptionisigentandthe servicein orderto accepbr rejecttheincomingclients.

Thereareasetof predefinegrotocolsthatallow theinteractionamongtheplatform
agentsandthe serviceshosted.Following theseprotocolsis the only conditionthatis
requiredfrom the servicedo be hosted asthey defineanstandardvay of interacting.

Oneexampleof suchprotocolsis the ReceptiorScenecorversationgraphdepicted
in figure 5 (whereprs standgfor the Platform ReceptiorSceneManager role andsrs
standdor the ServiceReceptiorScenévlanager role). Thefirst thing thatthereception-
istwill checkis theavailability of therequestedervice(messagéd) for a certainclient.
Theserviceprovider cananswer:

— Theserviceis unavailablefor anundetermine@mountof time (messagéb)
— Theserviceis currentlybusybut will beavailablein short(messagéc)
— Theserviceis availableandreadyto receve new clients(messag®a)

If the serviceis available, and the service provider is not askingthe clients for an
electroniccertificate,it may confirm the acceptancef the client to the receptionist
straightforward(messagéa).If delo contrariotheserviceproviderneedsanelectronic
certificatefrom the client, it will enquireit to the receptionistmessagéb), andthe
receptionistwill reply with a new messag€messag€e’) enclosingin it the certificate
from the client. Thenthe serviceproviderwill decidewetherto acceptheclient or not
(messag®aand8 respectiely). If the externalagentwasacceptedthenthe platform
receptioniswill give to the servicethe crytographickey to be usedbetweerthe client
andtheservice(messagé).
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Fig. 4. Thecorversationgraphamongthe Platform ReceptiorScenédVianager anda ServiceRe-
ceptionSceneManager

Msgt|lllocution

4 (query-if (?x prs) (?y srs) (service.availability ?idagent))

5a (inform(!y srs) (!x prs) (service.available))

5b (inform(!y srs) (!x prs) (service.not_avail able ?reason))

5c (inform(!y srs) (!x prs) (hold-on ?estimted.del ay))

68. (inform (?x srs) (?y prs) (accept.admi ssion !id.agent))

6b (query (?x srs) (?y prs) (usercertificate !id.agent))

7 (inform(!y prs) (!x srs) (usercertificate !id-agent ?certificate))

8 (inform (?x srs) (?y prs) (certificate.not.accepted))

9 (inform(!y prs) (?x srs) (sessionkey !id.agent ?session.cryptographic.key))

Fig. 5. The illocutions amongthe Platform ReceptionSceneManager anda ServiceReception
SceneManager

4 Conclussionsand futur e work

In this work we presentsomeof our ideasin a architecturdor agentplatforms,the a-

Buildings, whereall servicesareencapsulatedndstructuredn a way thateasegheir

developingandtheirhostingin anagentplatform.We have usedalongthedocumenthe

methaforof office buildingsto ilustratetheway thatagentsvould interactwithin thea-

Building. We believe thata-Building is a valid andintuitive modelto exploteandshare
resourcesfor wide agentcommunitiesuchasAgentcitieg 1], andalsoanintuitiveand
reliableway to managehe resource®f platforms.

We arecurrentlyworking in severalaspectof the architecturesuchasthe Recep-
tion Sceneandthe couplingto be madeamongthe ReceptionisAgent, the AMS and
the DF. We arealsoworking on mechanismgor resourcepricing. A prototypeof the
a-Building is beingdevelopedusingJADE agentplatforms[3].
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