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Abstract. After a periodwheretheInternetwasexclusively filled with content,
thepresenteffortsaremoving towardsservices,whichhandletheraw information
to createvalue from it. Thereforelabors to createa wide collection of agent-
basedservicesarebeingperfomedin severalprojects,suchasAgentcitiesdoes.
In this work we presentan architecturefor agentplatformsnameda-Buildings.
Theaim of theproposedarchitectureis to easethecreation,installation,search
andmanagementof agent-mediatedservicesandthe shareof resourcesamong
services.To do sothea-Buildingsarchitecturecreatesa new level of abstraction
on top of the standardFIPA [10] agentplatform specification.Basically, an a-
Building is a service-orientedplatformwhich offersa setof low level servicesto
theagentsit hosts.Wedefinelow levelservicesasthoserequiredservicesthatare
neccesaryto createmorecomplex (high level) composedservices.

1 Intr oduction and motivation

Thepotentialof agentbasedapplicationsin commercialandresearchareasis beingin-
creasinglyexploited.In thelastyearsAgenttechnologieshaveraisedto makeupanew
paradigmfor the researchcommunity, extendingto many differentareas(economics,
sociology, artificial inteligence,computerscience,etc.). It is a fact that the morethe
researchanddevelopmentof this ’entities’ evolves,themoreexamplesappearsupport-
ing theuseof agentsto emulatehumanbehaviours.As theMulti-Agent Systemsgrow
in complexity, moretipicaly-humanwaysof organisationandinteractionareadopted.
Thesehumanwayshave beenextenselystudiedandfine-tunedalongyearsin thereal
world.Agent-meditedInstitutions[14,5], ElectronicMarketPlaces[11,4], Virtual Com-
munities[12] aresomeof the examplesof this ’agentification’processwherehumans
arerepresentedby agentskeepingtheir working interactionsandtheir proceduresin a
virtual manner.

A key issuefor theagenttechnologiesexpansionit is beingtheservice-orienteduse
of them.This use[18,9] offers thepossibilityof having morecompactandbestorga-
nizedsystems.In fact this is oneof the objectivesof the AgentcitiesProject [1]: ”To
facilitate a world-wide, open,heterogeneousand interoperable environmentin which
semantic,autonomousservicescanbedefined,deployedandutilisedin dynamic,com-
posableandvalue-addedways”. Currentlythis world-wideprojectis at its first stages,



focusingtheirefforts to implementinteroperatingagentplatformsandtheservicespro-
videdby suchplatforms.

With this ideain mind, the Agentcitiesprojectaimsto useagenttechnologiesnot
only to createintelligent servicesearchsystemsbut also to createadaptive services,
that are able to negotiate,competeand/orcooperatewith other servicesin order to
increasetheir success,and even creatingadded-value servicescomposedby several
interactingservices(eg. a airline booking serviceplus a hotel booking service).An
Agentcity is a virtual city that is composedof agent-mediatedservices,andusersthat
interactwith themvia personalasistantagents.From the technologicalpoint of view,
an Agentcity is a FIPA-complaint [10] agentplatform (or a set of them) whereuser
agentsandserviceagentscaninteract.Theplatformgivessupportto suchinteractionat
a low-level (messagerouting,agentdirectories,platform-to-platformconnection).

Right now there are two ways to createa serviceand include it in the service
network: a) To createa FIPA-complaintagentplatform andlink it to the Agentcities
network. It requiresto have machines(usuallydedicatedones)with broadbandwidth
connectionsandan amountof softwareandhardware to be installedandconfigured
(databases,firewalls, etc.). b) To seekan existent platform wher the servicecan be
hosted.In the actualstageof the project,the researchgroupsinvolved in Agentcities
are following the first approach.But we think that thereis work to be doneto ease
thehostingof servicesin the future,whenregularcompanieswill want to createtheir
servicesandincludethemin theservicenetwork.

In order to easethe creation,installation,administrationandmanteinanceof ser-
vicesin hostingagentplatformsweproposeto structuretheagentsandtheresourcesin
a platformin a way thatstandardizesthe interactionamongservicesandtheresources
they need,easingtheinstallationprocess.To do sowe proposeto createa new level of
abstraction,whereplatformsareorganizedin services.Usingthisabstraction,aservice
is seenasa block of agentsthatarerelatedin orderto provide a service.Eachservice
specifiestheresourcesit needsfromtheplatform,andtheplatformofferssuchresources
in theform of services.This agentificationof theresources(suchasDatabases,heavy-
weight reasoningengines)allows to do an adaptive managementof suchresources1

andalsoto sharesuchresources,avoiding to duplicatethemfor eachservice.
With all this ideasin mind we proposea particularplatformarchitecturecalleda-

Buildings. An a-Building is a specialagentplatform whith an internalstructurethat
easesthecreationof agent-mediatedservices.It definesa service-centeredframework
where:

– servicescanbeeasilyconnectedand/orcomposed,
– servicesthatarecommonlyneededfor certainapplicationsarealreadydefined2.

Theconceptof a-Buildingsstemsfrom a widely acceptedhumanway of organisa-
tion thatis thecounterpartin therealworld, theoffice-buildings.Theseoffice-buildings

1 The groundsof this idea of using agentsto monitor and manageresourcescomefrom the
multiple researchin agent-mediatedresourceallocation,suchasbandwidthcontrol[6].

2 We think in having specifica-Buildings adaptedfor specialareas.An examplewould be an
a-Building to hoste-commerceservices,whichwill includeaspartof thepre-definedservices
theoneor onesto ensuresecurepayments.



offerseveralintegratedservicesthatarenecessaryfor any company, independentlyfrom
its businessarea,avoiding thecompaniestheneedof performingthosetasks.Services
suchascleaning,heating,security, maintenance,etc. are independentfrom the com-
pany andcanbemanagedby theoffice-buildings insteadof by thehostedcompanies.
Following theanology, thehostedservicesin ana-Building coulddelegatesometasks
to built-in servicesin orderto reduceexpensesandwin efficency (for instance,the a-
Buildingsmightoffer apowerful datastoringsystemwith asoundbackupandrestoring
serviceto its guestswhich could be prohibitive or hardto manageby mostof them).
Thus,a servicethathiresaplacein ana-Building hasthechanceof takingprofit of the
poolof sharedlow levelserviceswhetherto improvetheperfomanceor to reducecosts.
Oncea setof low level services(whicharelikely to beusedby everybody)areoffered,
theservicecould focalizeexclusively on its own goals,easingthedevelopmentof the
service.

2 SystemAr chitecture

Thearchitecture(depictedin figure1) is composedby 5 layers:

– a-building managementlevel: theoutermostlevel, enclosingall the components
of thearchitecture.

– serviceslevel: thelevel whereall thesystemsthathave contracteda hostingin the
platformareplaced.

– wrappers level: in this level thereareseveral facilitator agentsactingmainly as
wrappersamongagentsfrom higher levels to the resourcesavailableunderneath.
Therecanbealsoagentsthatcreatecomposedservices.

– resourceinterface level: this level doestheadaptationof theresourcesto becon-
nectedandsharedamongagentsin thepreviouslevel.

– resourcelevel: thelevel whereall theresourcesareplaced.

All agentinteractionsareperformedin levelsA to C (theagentplatformorganizes
theagentsin severalcontainersin orderto ensurea separationof thoselevels).Levels
D andE providetheconnectionamongtheagentplatformandtheresources(including
thelegacy software)thatareavailable.

2.1 Level A: The a-Building managementlevel

The main taskof this level consistson the managementof the serviceshostedin the
platform andthe accessof agentsto suchservices.The a-Building platformhasa set
of specialagentsto monitornot only the agentsof the hostedservicesor the external
agents,but alsoto beintrospectiveaboutits ownstatein orderto optimizethea-Buiding
performanceby meansof taskssuchasa) monitor thestateof theservices,b) monitor
the useof resourcesin order to ensurea properload-balancing3. All the agentsthat
3 The load-balancingis reachedby a floating valueof resourceswhenservicesnegotiatewith

thea-Building their use.Scarce,highly demandedserviceswill bemoreexpensive thanthose
poorly demanded.



Fig.1. The5-layerarchitecture.

performsuchtasksaregroupedin anareacalledtheManagementScene4, asdepicted
in figure1.

Other of the tasksof this layer is accessmanagement(dealingwith new agents
willing to enterinto theplatform).To doso,therearedefinedtwo scenes:theReception
Sceneand the Exit Scene, which are the entry and exit points of the platform. The
ReceptionSceneis a key pieceof the a-Building. In this scenethereis a Receptionist
Agentwhich receivestheexternalagentsandgivesthemaccessto thehostedservices,
extendingthe funtionalitiesof the platform’s DF by meansof a servicematchmaking
process[13]. A completedescriptionof theReceptionSceneis providedin section3.2.

Security issuesAlthoughthereis still nocoherent,completedpicturefor agentsecurity
within FIPA specifications,werecommendits trustandsecuritymodelasanunderlying
specificationfor thesecurityissues.Securityis domainandplatform(implementation)
specific,andtherefore,thereis no generalagentsecurityarchitecturewhich is suitable
for all the applicationsand implementations[16]. However, using trust and security
FIPA models,we will be closerto the familiar triple of confidentiality, integrity and
nonrepudiationwithin theplatform[15].

FIPA specifiestheuseof a facilitatoragentcalledDirectoryFacilitator (DF). The
FIPA DF agentrevealsserviceproviderdetailsto anyonethatasks,moreoverany agent
registeredin the platform with the Agent ManagementSystem(AMS, anotherFIPA
facilitatoragent)hastheauthorityto registertheirserviceswith theDF. Thisisasecurity

4 Thetermscenecomesfrom a dialogicalview of agentinteraction(see� 3).



aspectthatana-building mustcontrol in orderto forcetheuseof servicesthroughthe
control of the ReceptionistAgent, andalsoto prevent the registrationof servicesthat
have not beenformally registeredthrougha hostinghiring process.By the time this
paperis beingwritten, FIPA doesn’t specifiessupportfor keepingpartsof directories
privatenorto controltheaccessof them.In any case,ana-Buildingspecifiesarestricted
useof DF in orderto be consultedandto be modifiedjust by the ReceptionistAgent.
In our architecture,the AMS mustbedirectly accessibleby the ReceptionistAgent in
orderto askit to performa terminateinstructionof a certainexternalagentconsidered
malicious.

Communicationbetweenexternalagentsandserviceshostedin a-buildingswill be
securedusing symmetricand asymmetriccryptographictechniques.We proposethe
combinationof asymmetricconfidentialityandautenticationtechniquesto sendto the
externalagenta sessionkey. After that thecommunicationwill besecuredusingsym-
metric cryptographictechniques(which arefasterin the codinganddecodingopera-
tions),makinguseof thesessionkey provided.

In addition of requiring a securecommunication,someserviceshostedin an a-
building mayalsorequireanElectronicCertificatesignedby apublicly recognizedCer-
tification Authority to attestthe identity of an entity (Authentication). The a-Building
specificationalsocountswith this possibilityin thecontrolprotocolsdefinedin � 3.

2.2 Level B: The serviceslevel

Thislevelhostsall theservicesof theplatform,eitherthelow levelservicesor thehosted
services.Eachserviceto behostedspecifiesthe resourcesit needsfrom theplatform,
and the platform offers suchresourcesin the form of agent-mediatedservices.This
agentificationof the resources(suchasdatastorage,heavyweight reasoningengines)
allows to do an adaptive managementof suchresources,to composeresourcesas a
compositionof services5 andalsoto sharethoseresources,avoiding to duplicatethem
for eachservice.

Servicesshouldbe describedby meansof somelanguageof servicedescription,
suchasDAML [7], which is usedin theAgentcitiesinitiative.

2.3 LevelsC to E: agentificationof resources

In Level C thereareseveral facilitatoragentsactingmainly aswrappersamongagents
from higherlevelsto theresourcesavailableunderneath.Therecanbealsoagentsthat
createcomposedservices.

Level D doesthe adaptationof the resourcesto be connectedandsharedamong
agentsin theprevious level. This level is morelogical thanphysical:for instance,de-
pendingontheresource,thisadaptationcanbedonedirectlywith toolsprovidedby the
resourcein level E (like sessions,views, etc),or shouldbesimulated/createdby some
kind of adaptingsoftwarecode(thatcanbedoneby meansof thefacilitatoragentsin
level C).
5 We are using here the idea of servicecompositionthat is the groundsof the Agentcities

Project[1],aspresentedin � 1.



In LevelE wesitateall theresources,includingthelegacy softwaretheserviceswill
use(suchasDB engines,languageinterpretersor reasoningengines)anda connection
to other tools providedby the operatingsystem(suchasaccessto harddrivesor any
otheroperatingsystemcommands).

3 Systemprotocols

To modelinteractionsamongexternalagents(agentsenteringinto theplatform),service
agents(agentsbelongingto oneof the serviceshostedin the platform) andplatform
agents(agentsthat managethe platform and interactwith the otheragents)we have
chosena dialogical view, whereall interactionsareseenasmessagesamongagents.
Theseinteractions(calledillocutions[14]) arestructuredthroughagentgroupmeetings
called scenesthat follow well-definedprotocols.A key elementof the ISLANDER
formalism6 usedin our work, areagentroles. Eachagentcanbe associatedto oneor
moreroles,andtheserolesdefinethe scenesthe agentcanenterandthe protocolsit
shouldfollow (thesceneprotocolsaredefinedasmulti-roleconversationalpatterns).

In thecaseof ana-building, therearethreekindsof roles:theexternal roles(roles
for incomingagentslooking for services),theplatformroles(rolesfor agentsthatcarry
out themanagementof thea-building) andserviceroles(rolesfor agentsthatbelongto
oneof thesertviceshostedin theplatform).

3.1 Hosting new services

As explainedin section 1, external agentswill hire the hostingof the servicethey
represent,in an a-Building. Eacha-Building will have its own policy to alocateits
resourcesamongthe demandthat may exist. An a-building can eitherfix the prices
of its servicesandsell themor createa negotiationmarket of servicesdependingon
serviceloadanddemand,following someof theapproachesthatarebeingdevelopedto
putseveralissuesof negotiationupfor automatedauction[17,18,2]. Thekind of issues
thata-building will offer areneitherdesksnorelectricpower, but computationalpower,
harddrive space,andalsocentralisedservicesasdatabaseservices,backupservices,
etc.a-building will alsooffer a ’reception’service(explainedin � 3.2).

3.2 Managing the external agents

Externalagentswill enterinto theplatformthroughtheReceptionSceneandwill askfor
servicesofertedby thehostsof the a-building. Theprotocolproposedfor this request
canbe seenin figure3 (where�
	�� standsfor the Platform ReceptionSceneManager
role,performedby theReceptionistAgent, and �� standsfor anExternalAgentrole). It
consistson thefollowing steps:
An externalagent(client) makesa requestfor a service(message� ) in the a-building

6 The ISLANDER formalism[8] views an agent-basedelectronicinstitution asa type of dia-
logical systemwhereall the interactionsinside the institution area compositionof multiple
dialogicactivities (messageexchanges).
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Fig.2. Theconversationgraphfor thePlatform’sReceptionScene

Msg� Illocution
1 (request (?x ea) (?y prs) (admission ?id agent ?service id�

?certificate � null � ))
2a (accept (!y prs) (!x ea) (accepted !id agent !service id

session cryptographic key))

2b (deny (!y prs) (!x ea) (admission rejected ?deny reason))

2c (deny (!y prs) (!x ea) (service not found !service id))

2d (deny (!y prs) (!x ea) (service not available !service id))

2e (deny (!y prs) (!x ea) (certificate needed !service id))

2f (inform (!y prs) (!x ea) (hold on !service id ?estimated delay))

3 (inform (?x ea) (?y prs) (exit ?exit reason))

Fig.3. Theillocutionsfor thePlatform’sReceptionScene

Thereceptionistknows which servicesarehostedin the a-building, so it will look up
for therequestedservice,andif it doesnotexist in, theclientwill benotifiedof this fact
(message��� ) andbroughtto errorstate��� . If it exists,morevalidationswill beneeded
in order to be allowed to accessto the service.A requestcan be refusedby several
reasons:

– Theservicecanbenot availablefor anundeterminedamountof time, thereforethe
clientwill beinformed(message��� ) andbroughtto theerrorstate��� .

– In casethat for accedingthe servicean electroniccertificateis needed,and the
clienthadnot providedit in its request,it will beinformed(message��� ).

– if theexternalagentis in errorstate��� , it hastheoptionto re-sendinganew request
fixing thenotifiedproblemfixed(suchasthemissingcertificate)or to leave thea-
Building.

– Theserviceprovidermaybebusyor temporalyunavailable,if sotheexternalagent
will be informedof this by the receptionist(message�� ) andthe agentwill have
the option of holding on in the samestate( ��! ) until the receptionistsendshim a
new message,or leaving thea-building (message" ).



– In thecasea certificatewasneededto usetheservicebut thecertificatetheclient
issuedis not acceptedby the serviceprovider the client will be informedby the
receptionist(message2b).Automaticallytheclientwill bebroughtto theexit state.

If theclient is finally accepted,it will beendowedwith a symmetriccryptographickey
thatwill permittheagentto stablisha cipheredcommunicationwith theserviceduring
this session.

Identificationof incomersis akey issue,asit shouldprovide:a)Identificationof the
incomingagentby a uniquekey. b) Authentificationof theincomingagentc) theiden-
tification of a third entity that cantake the commitmentsandobbligationsunattended
by thisagent.Whentheincomingagentsarenotmobile(sotheirexecutionis outof the
controlof theplatform),thelastcapacityis really important:anagentcanstopit’sexe-
cutionwithout fulfilling thecommitments(for instance,anincomingagentthatcrashes
beforepayingthefeesit commitedto pay).Oneway to getall thesecapacitiesis to use
ElectronicCertificatesissuedby a CertificationAuthority, wherethe entity certifying
(signing)theelectroniccertificatecanbeaskedto fulfill commitmentstheagentholding
that certificatehasn’t fulfilled, suchasgiving somerequestedinformation,pay a bill,
do somecomputation,etc.

3.3 Communication with hostedservices

Theservicesthathavehiredthehostingin thea-building delegatesomeresponsabilities
to the platform. The receptionservicewill free the hostedservicefrom someaccess
controlandfiltering tasksbut, in any case,somecommunicationis neededbetweenthe
ReceptionistAgentandtheservicein orderto acceptor rejecttheincomingclients.

Thereareasetof predefinedprotocolsthatallow theinteractionamongtheplatform
agentsandthe serviceshosted.Following theseprotocolsis the only conditionthat is
requiredfrom theservicesto behosted,asthey defineanstandardwayof interacting.

Oneexampleof suchprotocolsis theReceptionSceneconversationgraphdepicted
in figure5 (where#
$�% standsfor thePlatformReceptionSceneManager role and %&$�%
standsfor theServiceReceptionSceneManager role).Thefirst thingthatthereception-
ist will checkis theavailability of therequestedservice(message4) for acertainclient.
Theserviceprovidercananswer:

– Theserviceis unavailablefor anundeterminedamountof time (message5b)
– Theserviceis currentlybusybut will beavailablein short(message5c)
– Theserviceis availableandreadyto receivenew clients(message5a)

If the serviceis available, and the serviceprovider is not asking the clients for an
electroniccertificate,it may confirm the acceptanceof the client to the receptionist
straightforward(message6a).If delo contrariotheserviceproviderneedsanelectronic
certificatefrom the client, it will enquireit to the receptionist(message6b), andthe
receptionistwill reply with a new message(message7) enclosingin it the certificate
from theclient.Thentheserviceproviderwill decidewetherto accepttheclient or not
(message6aand8 respectively). If theexternalagentwasaccepted,thentheplatform
receptionistwill give to theservicethecrytographickey to beusedbetweentheclient
andtheservice(message9).
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Fig.4. TheconversationgraphamongthePlatformReceptionSceneManager anda ServiceRe-
ceptionSceneManager

Msg- Illocution
4 (query-if (?x prs) (?y srs) (service availability ?id agent))

5a (inform (!y srs) (!x prs) (service available))

5b (inform (!y srs) (!x prs) (service not available ?reason))

5c (inform (!y srs) (!x prs) (hold on ?estimated delay))

6a (inform (?x srs) (?y prs) (accept admission !id agent))

6b (query (?x srs) (?y prs) (user certificate !id agent))

7 (inform (!y prs) (!x srs) (user certificate !id agent ?certificate))

8 (inform (?x srs) (?y prs) (certificate not accepted))

9 (inform (!y prs) (?x srs) (session key !id agent ?session cryptographic key))

Fig.5. The illocutions amongthe Platform ReceptionSceneManager anda ServiceReception
SceneManager

4 Conclussionsand futur e work

In this work we presentsomeof our ideasin a architecturefor agentplatforms,thea-
Buildings,whereall servicesareencapsulatedandstructuredin a way thateasestheir
developingandtheirhostingin anagentplatform.Wehaveusedalongthedocumentthe
methaforof officebuildingsto ilustratetheway thatagentswould interactwithin thea-
Building. Webelieve thata-Building is avalid andintuitivemodelto exploteandshare
resources,for wideagentcommunitiessuchasAgentcities[1], andalsoanintuitiveand
reliableway to managetheresourcesof platforms.

We arecurrentlyworking in severalaspectsof thearchitecture,suchastheRecep-
tion Scene,andthecouplingto bemadeamongtheReceptionistAgent, theAMS and
the DF. We arealsoworking on mechanismsfor resourcepricing. A prototypeof the
a-Building is beingdevelopedusingJADE agentplatforms[3].
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